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Foreword 
 
 
State-of-the-art face recognition systems under controlled lighting condition are 
proven to be very accurate with unparalleled user-friendliness, ease-of-use, and 
speed.  
 
A good beginning is half the battle. High-quality enrolment photo lays a strong 
foundation on which highly accurate face recognition is based.  
 
Technically speaking, face recognition system can operate at highest practical 
threshold setting when enrolment photo and probe photo (acquired at the field) 
are of highest possible quality. Higher threshold setting, as long as False 
Rejection Rate is still within acceptable range, warrants lower False Acceptance 
Rate.  
 
At the same time, there are a number of challenges to cater to get the best out 
of face recognition system, no matter during acquisition for enrollment photo 
and the lighting condition, the position of cameras and the arrangement of 
passageway, etc. 
 
This best practice guide is devoted to system integrators, site-administrator or 
end-user who are contemplating a face recognition system. 
 
 
 
  



1 Enrollment photo 
 
ISO/IEC 19794-5:2005(E) standardized document and INTERPOL Facial Images 
Best Practices Guide describes in detail the best practice of photo acquisition 
for machine readable travel document (commonly refer as ePassport) and Mug 
Shots respectively. 
 
 

 
 
As an abstract from these 2 documents, the following checklist is 
recommended: 
 
# Description Check 
1 Recent photo (within 6 months of aging)  
2 Subject Posing 

Head fully visible (CC), middle of mouth and bridge of nose 
centred vertically (AA), centre of eyes 50% up from bottom of 
image (BB). 

 

 

3 Be in focus and stationary 
Be shown clearly in a full-frontal profile 
Not be covered 
Not be tilted up, down, left or right  
Not be ‘rolled’ (i.e. tilted from a 90° angle)  

 



Include the subject’s full head with hair, as well as neck and top 
of shoulders 

4 The subject should not be wearing head covering(s).  
5 The subject’s eyes should be clearly visible and not obscured, 

meaning glasses should always be removed. 
 

6 The subject’s ears should also be clearly visible (hair pulled or 
tied back). 

 

7 The subject must not be:  
Smiling/frowning 
Raising eyebrows 
Closing eyes 
Opening mouth 
Looking away from the camera 
Wearing clothing with dark collar, white collar or turtle-neck 

 

8 The subject should be at least 2m from the camera to avoid 
using fisheye lens 

 

9 Lighting 
Correct lighting of the subject will allow consistent looking 
images which will facilitate their use in automated face 
recognition. Lighting should be even and not cause bright 
highlights or dark shadows on the face.  
200 Lux minimum 
500 Lux recommended 

 

10 Background 
Background should be smooth and featureless 
Either use a background of 18% grey or  
Pure white background but to ensure that the exposure control is 
centred on the face only.  
Background should not be textured, include any shadows or 
contain any objects as facial recognition software could mistake 
these as facial features. 

 

11 Image must NOT be photo-retouched for whatever purpose: 
No photo retouched for de-wrinkle 
No photo retouched for pimple or scar cover up 
No photo retouched for background removal 
No photo retouched for hairstyle adjustment 

 

12 Image Resolution and format 
Image quality will be improved as the number of pixels in both 
directions is increased and will allow images of sufficient quality 
to be captured for the purposes of facial recognition by 
automated software. 
All images will be considered but the recommended distance 
between the centre of the eyes is 150 pixels (this will relate to an 
image approximately 800 pixels wide).  
This is achieved regardless of the type of digital picture camera 
used as long as the head width is at least 2/3 of the image width. 

 



Use of webcam is not advised, because of the limited resolution 
and image quality of most webcams.  
Image can be in 8-bit greyscale or 24-bit colour. 

13 Image Preparation for transmission and storage 
The preferred file format is jpeg with high quality and with low 
compression (>=80) 
Resizing should respect the original aspect ratio and be non-
distorting. 

 

14 If the concerned face recognition software allows multiple photo 
enrolment: 
Enrol 5 or more images - face should be straight on, slightly 
turned left, slightly turned right, slightly tilted up, slightly tilted 
down  
If person wears glasses, use mix of images with and without 
glasses 

 

 
  



Example of complying and non-complying photos 
  
  

  

 
 



2 Face Recognition at field  
 
The challenge with dynamic face recognition is identifying a variety of people of 
different heights coming from different directions, all in motion. The identification 
needs to be performed in an area and in a single spot. The area needs to be a 
minimum of 6x6x6 feet (approx. 2x2x2 meters).  
 
To achieve a focused, high quality picture of people in motion, there must be 
constant and sufficient light on the identified person, particularly on his/her face 
throughout the entire recognition area. As the recognition is performed in motion 
and simultaneously as the identified person is walking in the direction of the 
access point, the identified person needs to keep their eyes in the direction of 
the access point, so the camera needs to be located at close proximity to the 
access point.  
 
Because the identification is performed in an open area, there is no limitation on 
the number of people that walk together in the direction of the access point. The 
identification needs to be performed on all the people who are walking 
simultaneously in the direction of the access point via the recognition area. The 
estimation is that up to eight people will be recognized at the same time and in 
motion.  
 
To achieve high accuracy recognition, a minimum inter-pupils distance of 50 
pixels, 120 pixels recommended, on the people in the recognition area is 
needed.  
 
To achieve best recognition performance, the following checklist is 
recommended: 
 
# Description Check 
1 Ideal Camera Location 

 

  
 

 



2 Camera Height 
 

 

 

3 Limit faces in the scene, Avoid groups of people or facial imagery 
in the background 

                    

 

4 Luminosity 
 
Minimum lighting conditions must enable shutter speeds of 1/125 
second or higher (200 Lux average on face region). 
 

 

5 Ideal Lighting 
 
Colour Temperature 5000K  
 

 
 
Irradiation angle >60º 

 



 
 
Even lighting on the face with no shadows  
Avoid backlighting that results in glares on glasses 
Keep away from direct sunlight 
Avoid top lighting that casts shadows over faces 
 

5 Ideal Camera Settings 
 
High quality, low compression video steam 
Use larger sensors (0.5” or larger)  
Reduce maximum exposure time to minimize motion blur 
High resolution, fast lenses or a fixed focal length lens 
 
Frame rate setting at least 15fps. 
 
Monochrome cameras provide better light sensitivity (fast 
exposure time under same gain setting) since colour information 
is not used in facial recognition. 
 

 

6 Lens selection 
 
Select lens with 50cm (1m is even better) field depth at F=2.8 to 
ensure subject will be in focus for 50cm, for at least 1 second, 
while in motion. 
 

 



 
 
 
 
 
 



3 Known Issues 
 
There are known issues that still cannot properly handle by best recognition 
algorithm on today’s market. 
 
Excessive heavy frame of glasses 

 
Hairstyle with eyebrow covered 

 
Albinism 

 
Bald with hot spot 

 
Proteus Syndrome  
Face after seriously burnt  
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